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 Confidentiality and Care of Client Records 

At APC, we have a reputation for treating our clients’ information with the strictest confidentiality. Your 
careful attention to the security of our clients’ information helps our clients feel safe and respected and 
shows how much we value their privacy. This is more than just a policy; it’s a gift that we provide to those 
we serve. We rely on you to uphold these privacy standards, so talk to your supervisor to confirm the best 
practice policy or procedure any time you’re unsure. The following is a summary of the agency’s policy but 
doesn’t cover every situation; to view your department’s specific policy and procedures manual, ask your 
supervisor. 

All employees of APC who have contact with or information regarding clients treated by APC have an 
absolute responsibility for complete confidentiality of client data. Client information may not be discussed 
at any time with anyone other than clinical staff, administrative personnel, or family members directly 
involved in a client’s treatment, as requested in writing by the client. Along these lines, we know there will 
be many times when you’ll be excited to share a story about a client with friends or family, but it’s so 
important that you remember never to use client-identifying information. Doing so is a violation of your 
client’s right to privacy. 

If you need to release client information in the course of your job, maybe because you’ve received a records 
request or you need to complete a referral to another provider, you must first obtain written authorization 
from the client or legal guardian.  

Client files or other Protected Health Information (PHI) must never be removed from APC offices or storage 
facilities without administrative approval. Your supervisor may approve certain documents or information to 
leave the agency so you can do your job, but if you aren’t sure what’s allowed it’s your responsibility to ask 
your supervisor. The unauthorized transfer of records or any form of confidential information from the 
agency may be grounds for dismissal. At minimum, any physical client information permitted to leave the 
agency must be kept in a lockbox or other locked container and should be stored in your vehicle’s trunk 
during transport, particularly if also transporting clients or other individuals. Any electronic devices (tablets, 
phone, laptops, etc.) containing PHI must be protected from unauthorized access by use of a password, 
passcode, or fingerprint ID, and should be similarly safeguarded during transport by storing the device 
where it can’t be accessed by an unauthorized individual.  

To make sure you understand what is expected of you, APC requires that all employees complete an 
agency-administered HIPAA training and adhere to standards set forth under Wisconsin Statute sec 51.30 
and HFS 92 Wisconsin Administrative Code regarding the confidentiality of client information and the 
disclosure of protected health information. Training is completed initially upon hire and on an annual basis 
thereafter. 

All paper waste that may contain PHI (which is not part of a client’s official file) must be shredded or placed 
in a designated container to be shredded by APC’s procured document destruction company. Client 
information must never be disposed of in the trash or anywhere where it could be accessed by an 
unauthorized person. 

Finally, be cautious about where you are and who’s around when you discuss client information. Never 
conduct meetings with clients in APC’s common areas or employee workspaces. Client meetings must be 
held in a private meeting room such as a therapy office or conference room. If you need assistance locating 
and booking a room, please ask your supervisor. 




